
Back to Scams: BBB Advises Caution as 
Employment Scams Continue to Target Students 

Oakland, CA, August 27, 2019 – As if students didn’t 
have enough on their plate for the 2019 school year, 
employment scams continue to victimize students across 
the country. According to BBB Scam Tracker, over 2,000 
employment scams have been reported in 2019. 
Consumer reports indicate that students will receive 
emails through their school email address with an 
employment opportunity that typically appeals to college 
students. Working from home, internship experience, 
and flexible hours are some of the ploys that scammers 
may use to trick students into giving away their money. 
Scammers create fake checks that can initially be 
deposited at the bank, but are eventually not cleared. 
Scammers typically tell students to deposit the check 
and send a portion of the amount back in a gift card. 
However, when the check does not clear, the student has 
lost their own money from sending the gift card back to 
the scammer. Once this happens, the scammers can cut 
off all contact with the student and disappear, since they 
have received the student’s money already. This scheme 
is prominent in employment scams across the country, 
which was the #1 scam in 2018 according to BBB Scam 
Tracker Risk Report. Employment scams were also the 
most common scam for age groups 18-24 and 25-34. 
Please do your part to help others and report any scam 
at www.bbb.org/scamtracker - it’s easy to do. 
Scammers commonly present themselves as government 
organizations or official-sounding companies like Google, 
Microsoft, or Apple. Scammers also pay attention to 
trending companies. When Amazon announced plans for 
a new headquarters, scammers increasingly 
impersonated Amazon in employment scams. 
Recent consumer reports explained scams where 
students are hired by Secret Shopper, which was #14 on 



the list of top impersonated companies in 2018. 
Scammers target young people because they are 
typically eager for money and work experience, but BBB 
recommends being cautious when students receive job 
offers via email. 
BBB offers the following tips to students and their 
parents to help mitigate their risk of employment 
scams:   
• Research the companies that offer you a job. 

Scammers are good at marketing jobs that appeal 
to young people. Flexible hours, valuable work 
experience, and other tactics can woo students, but 
can also distract students from realizing the 
company itself is fake. Talking to your parents or 
school counselor when you receive a job offer and 
reviewing the position with them is a good place to 
start. Be sure to search the company on bbb.org to 
see if it is trustworthy and credible. 

• Don’t share your personal sensitive information 
unless it’s necessary. Your SSN, FAFSA 
information, and other personal information should 
only be given out on a need-to-know basis. If you’re 
prompted to share your SSN, first ask if there is 
another way to identify yourself. When you are on a 
company’s job site, verify that it is the correct site 
to submit your application. Scammers are smart, 
and can create fake job application sites to gain 
personal information from applicants. If you are 
prompted to share sensitive information, make sure 
to vet the company first and make sure they are 
credible. 

• Beware of work-from-home jobs. Although a lot of 
careers involve working from home, scammers 
commonly use working from home as an excuse to 
trick consumers without meeting in person. This set 
up also gives scammers the opportunity to use you 



like a mule. The FTC states that employers are 
required to give you a disclosure document that 
explains the key aspects of the role, and 
recommends reviewing the document and 
comparing it to the explanation of the role you 
initially received. Understanding the role will help 
you determine if your work from home opportunity 
is legitimate. Remember, if it’s too good to be true, 
it probably is. 

  
The best line of defense against employment scams is to 
do your research and guard your personal information. 
For more tips on avoiding scams, visit your BBB’s 
consumer resource page. To view scams in your area or 
report a scam, visit BBB Scam Tracker. To learn more 
about the top scams of 2018, visit BBB Scam Tracker 
Risk Report. 
  
About BBB 
BBB is a nonprofit, business-supported organization that 
sets and upholds high standards for fair and honest 
business behavior. BBB services to consumers are free of 
charge. BBB provides objective advice, free BBB 
Business Profiles on more than 5.3 million companies, 
11,000 charity reviews, dispute resolution services, 
alerts and educational information on topics affecting 
marketplace trust. Please visit bbb.org for more 
information. 
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